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Good morning everyone! It is 11:00 and out of respect for your time, we are going to go ahead and get started. Thank you for joining the UTSA SBDC CGC for this presentation. I am Troy Richardson from the UTSA SBDC CGC and I’ll be your host for this presentation today. Everyone has been muted and will be throughout the presentation. If you have any questions, I ask of you to utilize the chat box to ask those questions. I’ll try to answer as many as I can and, if we have time, at the end of the presentation, we’ll go through as many as we can. Plus, a lot of our participants are smarter than I am and they may have the answer to your question as well.



DFARS Self-Assessment
What You Need To Know
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Welcome to DFARS Self-Assessment : What You Need to Know. In September 2020, the DoD released its long-anticipated DFARS Interim Rule, which went into effect November 30, 2020. The Interim Rule’s main objectives are to solidify that the Cybersecurity Maturity Model Certification (CMMC) will be the new framework for DoD contracts and to instruct contractors that they must perform and report a self-assessment score based on NIST 800-171. With these dual mandates, the Interim Rule looks to address defense companies’ security and compliance gaps, and provide an onramp for the rollout of CMMC. During today’s presentation, our guest presenter, Ahmad Austin, from BTL Technologies, Inc. will go over the DFARS Self-Assessment.



Introductions

Update on CMMC

DFARS Self-Assessment

Questions & Answers

Upcoming SBDC CGC Events

Wrap-up & Close



CMMC Official Assessment Guides

CMMC AB Marketplace

CMMC Provisional Assessors

CMMC 15 “Pathfinder” Contracts

Presenter
Presentation Notes
But first, I want to provide some CMMC updates including…..

CMMC Level 1 Assessment Guide - https://www.acq.osd.mil/cmmc/docs/CMMC_AG_Lvl1_20201208_editable.pdf
CMMC Level 3 Assessment Guide - https://www.acq.osd.mil/cmmc/docs/CMMC_AG_Lvl3_20201208_editable.pdf
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The Level 1 and Level 3 Assessment Guides have recently been released by the DoD. These provide an overview on how each of the practices in Levels 1 through 3 will be assessed. The Level 1 Assessment Guide is pictured there on the upper left. The Level 1 Assessment guide covers all the practices in Level 1. The Level 3 Assessment guide covers all the practices in Level 2 and Level 3. The assessment guides for level 4 and 5 will be coming at a later date.

Each practice is broken down, such as the example on the right hand of the slide. Each practice will have at least one, and often times multiple, assessment objectives. Then it will list POTENTIAL assessment methods and they usually fall into three categories: examine (usually the policy that covers that particular practice), interview the people responsible for the implementation and oversight of the practice, and testing of the controls in place to satisfy the practice.

One thing that I found that I thought was significant was under Practice Findings. It states: “The assessment of a CMMC practice or process results in one of three possible findings: MET, NOT MET, or NOT APPLICABLE. To achieve a specific CMMC level, the contractor will need a finding of MET or NOT APPLICABLE on all the Level 1 (or 2, or 3) practices.” The NOT APPLICABLE finding is the significant one, especially for small businesses. It states: “The practice does not apply for the assessment. For each practice marked N/A, the Certified Assessor includes a statement that explains why the practice does not apply to the contractor.” Those that just completed the CMMC trainings will know that this is an important inclusion. Now, those practices that really don’t apply to small businesses, such as the insider threat practices being applicable to a small business of one person, should be marked N/A by the assessor. Again, just to emphasize, the assessor is the one with the power and authority to mark a practice as N/A; not the business receiving the assessment.
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The CMMC-AB Marketplace has been populated! You can find C3PAO’s, Licensed Partner Publisher’s, Registered Practicioner’s, Registered Provider Organization’s, and Provisional Assessor’s. If you are like most businesses, you have been getting emails or even cold calls from businesses that offer some sort of CMMC service with some of them even falsely selling that they can assess your business. If you are considering hiring outside assistance with CMMC, before you do, go the the CMMC AB Marketplace and search for them. See if they are authorized by the CMMC AB to provide what they are promising. 



FY 2021 CMMC “Pathfinder” Contracts

• CMMC Level 3 and below
• Nominations from DoD att
• Awarding late 2021



CMMC AB Marketplace Lists Provisional Assessors.....

…..NOT SO FAST!
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I’m in a very fortunate position. I have the most talented and forward leaning clients! At least one client is a CMMC AB Certified Register Practitioner and I learned last week that another is one of the provisional assessors! I am EXTREMELY happy for this person and one of the first questions I asked was when I could start providing their information to other clients who wanted to get CMMC certified. Well, the DoD is basically telling us to slow our roll! Although the provisional assessors are listed on the marketplace, they are not able to provide an assessment to just anyone, yet. The DoD is focusing on the 15 “pathfinder” contracts and the companies that are going to bid on those contracts first. They are the guinea pigs. There are still issues to iron out and the DoD wants to get through these first 15 contracts before really opening up the assessors.

What this means to you, unless your one of the companies bidding on one of those 15 contracts, is that, in my opinion, you have time. In my estimation from talking with this client and others is that most companies won’t be assessed until late 2021 at the earliest. This means you should be focusing on meeting the DFARS Interim Rule requirement with the intent of fully implementing all 110 NIST 800-171 controls. And with that, I’ll hand it off to Ahmad and let him talk to us about the DFARS Self-Assessment.



Ahmad Austin, CISSP, CCNA Security, CCNA, 
MCSA, ITIL, Security + 

Chief Information Officer
BTL TECHNOLOGIES, INC. 
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Ahmad, do people ever tell you look like someone famous? Looking at the picture, I thought Terry Crews or possibly Michael Jordan had joined BTL Technologies!

Mr. Austin has worked in the Cyber Security arena for over 17 years. His journey began working as a Firewall technician for the United States Air Force.  After separating from the Air Force in 2007 he began working as a military contractor. As his knowledge increased, so did his vision and desire to provide security services in a more proficient manner. 

He is currently the Chief Information Officer at Montgomery based BTL Technologies, Inc. (BTL Tech). At BTL Tech, Ahmad is building its new, cutting-edge, Information Technology division (D3).  Ahmad has been featured on local talk shows in Montgomery AL, and written monthly Cyber Security publications for a Montgomery Multi Media Group. He has also conducted a Cyber Security Awareness workshop at Tuskegee University and Alabama State University, developed and taught a Security + course at Alabama State University, sponsored and coached the Robert E. Lee High School IT Academy students in the National Cyber Patriot competition. Ahmad also holds weekly mentoring sessions designed to prepare college seniors/recent graduates for doing business in the IT world. 

Welcome Ahmad! I’ll turn it over to you here in a few slides….




A Service-Disabled Veteran-Owned Small 
Business (SDVOSB), Small Disadvantaged 
Business (SDB), headquartered in San 
Antonio, Texas, with regional offices in 
Montgomery, Alabama and Dayton, 
Ohio.

Our vision is to, “Empower Your 
Future!" Our goal; Excellence to 
Employ, Expand, and Empower delivers 
customer solutions in Information 
Technology, Professional and Medical 
Services. 

“Empower Your Future!" 



• What is DFARS (Interim Rule)
• Why Conduct a Self Assessment

• Who Has to Complete a Self 
Assessment

• How To Complete a Self-Assessment
• How to Submit My Assessment Results

• What Do I Do Next
• Question and Answer



• Defense Federal Acquisition Regulation 
Supplement

• Requires defense contractors to comply with 
specific cybersecurity requirements

• Controls Covered in NIST 800-171
• DoD Needed to Reduce Data Theft
• Every DoD Vendor must submit a self assessment 

score by Nov 30, 2020



Why Conduct a Self-Assessment?
(Cont.)



• We are at War (Cyber War)
• Estimate of Over $600,000,000,000 of Data Lost

• It Starts in the Home

Why Conduct a Self-Assessment?



A RISK SHARED BY ALL



• Any company that bids on a DoD contract 
is required to be compliant. 
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• I only have one laptop and no employees 
• I only have a home office
• I only sell shoestrings to AAFES
• I am a sub-contractor
• I do not own the network that I use



DFARS Readiness Scenarios 



Scenario #1
Janet, the office assistant for Corporation XYZ, has an office within the 
SBRC. Through her business she does market research for the Air 
Force. 

Does Janet’s company have to conduct a DFARS Self-Assessment?  

Please select the most correct answer.

A. Yes

B. No



Scenario #2
Jack, is the owner of Geek Pod LLC, has received an invitation by 
another IT company to team in pursuit of an Air Force help desk contract. 
Geek Pod LLC will be a subcontractor on the contract. 

Does Geek Pod LLC need to be compliant with the DFARS Interim Rule?

Please select the most correct answer.

A. Yes

B. No



• Get Educated/Seek a Consultant
• Conduct Your DFARS Self- Assessment 

(110 controls)
• Register on PIEE
• Upload Results on SPRS
• Move on to CMMC*







• Access Control
• AC.1.001 – Limit Information System access to 

authorized users, processes acting on behalf of 
authorized users, or devices.
• Access NIST 800-171 to get a better understanding
• Review my organization to determine how we are 

currently addressing this practice.
• Document results of what I’ve reviewed



• Scoring Methodology
• AC.1.001 – Limit Information System access to 

authorized users, processes acting on behalf 
of authorized users, or devices.
• Every Company starts with 110 points
• Access NIST 800-171 DoD Scoring 

Template.
• This Access Controls is valued at 5 points.





• Register on PIEE



• Select “Vendor”



• Select Password Authentication



• Enter your name and contact 
information. 



• Select SPRS 



• Select SPRS Cyber Vendor User



• Click +Add Role
• Enter Your Cage Code in the “Location Code 

Field”



• Enter Justification for Creating Account
• Inform Your Contract Account Admin (CAM)



• Login to PIEE
• Click the SPRS Logo



• Click “Create New HLO Cage”
• Enter Company Information



• Select Your Company (Basic)



• Click “Add New Assessment” Button
• Be sure to click the “Enterprise” option



• Populate all fields with the info requested
• Click the “Include HLO” checkbox



• Complete!
• You Can go Back and edit/add if Necessary



• Time to Get CMMC Certified
• The CMMC Level Mandated will be 

Included in Every Contract
• Winter 2020 – Trial Period
• End of 2025 – All RFP will require 

CMMC compliance





• FIAR: FISCAM, FISMA, 
BLUE BOOK

• Cloud Computing
• Medical IT
• Federal IT Compliance 

Consulting

Information 
Technology

• Subject Matter 
Experts

• Program Management
• Staff Augmentation

Professional 
Services

• Instructional 
Development

• Education System 
Operations

• Ancillary Support 
Operations

Educational 
Development

• Medical Billing
• Medical Coding
• Military & Commercial 

Applications

Revenue Cycle 
Management

• Public Service Utilities
• Govt/Bus Facilities
• Functional 

Management

Utility 
Infrastructure

“Empower Your Future!" 



Ahmad Austin
Chief Information Officer

aaustin@btltech.com
Cell:  (770) 296-8275

Office: (334) 270-9312
4183 Carmichael Road, Suite C

Montgomery, AL 36106

"Provide workforce solutions through delivering state-of-the-art plans and resources." 

mailto:aaustin@btltech.com
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Thanks Ahmad. With that, let’s get to some Q&A!





January 7th @ 11:00 AM Doing Business with CPS, VIA, SAWS and SCRTA

Jan 12th – Feb 4th, Tues & Thurs, 3:30 – 5:30 PM, SBCTA

Jan 13th, 9:00 – 1:00, CMMC Level 1

Jan 20th & 21st, 9:00 – 1:00 Each Day, CMMC Level 2

Jan 27th & 28th, 9:00 – 1:00 Each Day, CMMC Level 3
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Doing Business with CPS, VIA, SAWS, and SCRTA https://utsa.ecenterdirect.com/events/31923
SBCTA https://utsa.ecenterdirect.com/events/31953
CMMC Level 1 https://utsa.ecenterdirect.com/events/31941
CMMC Level 2 https://utsa.ecenterdirect.com/events/31951
CMMC Level 3 https://utsa.ecenterdirect.com/events/31952
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Since this is the last SBDC Center for Government Contracting event of the year, on behalf of all of us at the CGC, I want to wish you and your families a very happy and healthy holidays! I hope the CGC can continue assisting all of you in making 2021 the most prosperous year for your business!



Building the Texas Economy
One Business At a Time

UTSA SBDC 
Center for Government Contracting

https://cgc.txsbdc.org
(210) 458-2458

Each program within the Institute is funded through various state and federal programs, 

and respective service areas differ according to that particular program's mission.

(Search for “UTSA SBDC Center for Government Contracting” on Facebook)
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Thank you for joining the UTSA SBDC CGC for this presentation. Our training coordinator should be sending out an evaluation. Please take a couple minutes to fill it out as this is how we determine our future offerings and your feedback helps us improve as well. I hope this was valuable and worthwhile to you and your business. Stay safe and healthy! Bye everyone!
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