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Good morning. It’s 10:00 and out of respect for your time, we are going to go ahead and get started. Thank you for joining the UTSA SBDC COVID Business Recovery Accelerator staff for this presentation. I’m Troy Richardson and I’ll be your presenter today. Before I begin, I just want to do a quick check and make sure that you can hear me. Since we have so many participants, everyone’s microphone has, or will be, muted. We definitely want to hear from you but we can’t have everyone talking over each other so please use the chat function to send us your questions or comments. I don’t anticipate this presentation going past an hour and we have built in enough time to answer your questions. If you have a question that I don’t have an answer for, I will research the answer and get it out to everyone as soon as possible.

One other note, just like most of you, I’m presenting this from home. I’ve done everything that I can to control my environment to minimize the background noises. However, I have 2 dogs and 2 children and no matter how hard I try, I can’t always control them! If you hear anything in the background, such as my Basset Hound snoring, just ignore it as best as you can. Short of somebody bleeding and passed out, the presentation will go on!

A little background about me. I spent over 22 years with the DoD on active duty, as a contractor, and then as a government civilian. During this time, I was an intelligence analyst and then conducted physical and cyber security assessments for the DoD all over the world. After I left the DoD, I started my own business doing security assessments and training. I joined the SBDC in January and my focus is providing cybersecurity advising and training to small businesses.
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We are continuing our monthly Cyber Aware series with a presentation on passwords and password management. The Cyber Aware series is something we started in June. Each month we provide a new presentation on a cybersecurity topic from a small business perspective. So far, we have covered Phishing and Ransomware and those presentations can be downloaded as PDF’s and videos from the CGC website. A copy of this presentation will also be uploaded to the website by COB today. Some of our future topics include Social Engineering and Angler Phishing. In addition to our Cyber Aware series, we also provide what I call “one off” presentations. For example, I’ve created separate presentations that cover the cybersecurity implications of COVID; one focused on remote or work from home and another on returning to normal. Those presentations can also be found on our webpage. 

For our DoD small businesses, we also offer a 16 hour academy over NIST and DFARS requirements that is taught by the professionals from UTSA Center for Infrastructure Assurance and Security (CIAS). Also, we have expanded the cybersecurity training for DoD small businesses by creating training to help businesses with gaining CMMC accreditation. Our initial CMMC Level 1 course will launch in September, followed by Level 2 in October, and Level 3 in November. For more information on any of the DoD specific trainings, contact me via email which I’ll provide at the conclusion of this presentation.

This morning we are going to spend the next hour or so discussing the importance of passwords and some methods to safely and securely manage all of those passwords. 
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Let’s go over briefly what we are going to be discussing today. I’m going to start the way I start all cybersecurity discussions and that is to establish an understanding of risk in cybersecurity and a review of the current cybersecurity environment.  As stated in the description, we are going to touch on several topics to include: the role of passwords, how passwords are compromised, password composition, examples of good and bad passwords, we’ll talk about the password related topic of two factor and multi-factor authentication, how to manage all those passwords, resources available to you, and then I’ll answer any questions and wrap up the presentation.
 
Let’s jump right in to it and talk risk and the cybersecurity environment.
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When discussing risk, a theoretical formula is likelihood X impact equals risk. The likelihood part of the equation includes things like vulnerabilities, exposure, and threats. The impact is the business criticality of the function or component that is affected. Here’s the important thing to remember: no matter what we do, there will ALWAYS be risk. We can reduce the risk by implementing technical controls or even participating in training such as this but we will never eliminate the risk completely. The idea is to lower the risk utilizing whatever means necessary, such as technical controls, to an acceptable level. What is an acceptable level? That’s up to you, the owner of the data. Each person has their own risk tolerance.

Let me give you an analogy. I have over 20 years of experience in the physical and cybersecurity fields. Needless to say, my level of acceptable security risk is low. My neighbor doesn’t have the same security experience. I use an alarm, motion flood lights, cameras, and signage to keep would be thieves away. My neighbor has none of these. However, I’m not naïve and I don’t believe this eliminates my risk. But I do believe that if a thief is picking a target at random, more than likely they’ll pick my neighbor’s house over mine. 

The same can be said in cybersecurity. You want to be a hard target. What I mean by that is you need to implement controls to lower your risk. For example, two businesswomen are working on their laptops utilizing a public, open WiFi; both are assuming a risk that someone could be looking at that data that is being passed in the open on the WiFi. What if one was using a VPN, but the other was not, who would be the harder target? The one using a VPN to encrypt your data.
Enough about risk, let’s look at the current cyber environment.
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It should come to no one’s surprise that opportunistic cybercriminals are targeting employees working from home in this last quarter. Year over year, cybercrime, for the most part, increases. That’s to be expected as more people become connected and as more devices are becoming smart and connecting to the internet. However, the increase in the 1st quarter of this year is beyond any normal growth rate. The reason behind that is the COVID pandemic. This pandemic has given cyber criminals a worldwide event that is fueled by fear and emotions and cyber criminals are capitalizing on that. Cybercriminals see a remote, distracted, and vulnerable workforce as prime targets. 

The graphs are pulled from a McAfee Labs July threat report. I just want to point out a few things. The graph on the left breaks down what industries are being targeted. Look at how much individuals were targeted in the first quarter of 2020 compared to the last quarter of 2019! It has almost doubled! One surprise from this graph is that the targeted rate for the healthcare industry isn’t larger than what it is. And the graph on the right just lists the method or vector a cybercriminal uses to launch an attack. It’s no surprise that Malware is the number one attack vector.
Now on to today’s information….
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You probably use personal identification numbers (PINs), passwords, or passphrases every day: from getting money from the ATM or using your debit card in a store, to logging in to your email or into an online retailer. Tracking all of the number, letter, and word combinations may be frustrating, but these protections are important because cyber criminals represent a real threat to your information. Often, an attack is not specifically about your account, but about using the access to your information to launch a larger attack.

Passwords, when created and used correctly, are a simple and effective way to IT systems, personal and business accounts, and protect data from unauthorized access. Passwords are a critical yet basic authentication mechanism in information security that consists of a combination of alphabetic, numeric, and/or symbols such as the first example. This combination of characters acts as an access control to authenticate a user to a restricted account, application, or system. Most commonly, passwords are associated with a username, which when grouped together are referred to as login credentials. Passwords are referred to as passphrases when containing only words, for example “Support small businesses”, and as passcodes when containing only numbers such as the last example.   

However, many individuals continue to use passwords in a way which exposes them to risk, and IT policies do not always encourage better user behavior.
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So why are passwords important? Well, if you look at these two graphics and the statistics, it should become apparent. In the top graphic, focus on the second and fourth statistics. 43% of cyber-attacks targets small businesses and the average cost of a breach costs a business a little over $21K per day. That’s enough to put most small businesses out of business unfortunately.

Then, take a look at the bottom graphic. This statistic was from a 2017 report and there are more recent statistics of this nature. However, I wanted to put the one up from 2017 because it doesn’t matter what year the statistics are taken from, the percentage is above 80% every year; which means we aren’t getting the message. In this report, 81% of all breaches leveraged stolen or weak passwords.

Think about that for a minute. A simple, no-to-little cost, cybersecurity solution of an industry accepted password policy could eliminate a lot of data breaches! However, for this crowd, let me put it another way. A strong password policy that is implemented, enforced, and adhered to, could be the difference of staying in business or not.

It's easy to see how passwords can be a vulnerability to your network, your data, and your business. Let’s take a look at how passwords are compromised by cyber criminals.
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[80] [http-get-form] host: .168.100.155  login: admin password: password
[80] [http-get-form] host: 19 8.100.155 login: admin SSWor vord
[80] [http-get-form] host: 192. . 100,155 login: admin as d )
[80] [http -form] host: .168.100.155  login: admin a rd: 1234567890
[80] [http -form] host: 2.168.100.155 login: admin ) "d: Password
[80] [http-get-form] host: ; . .155  login: admin pas "d: 123456
[80] [http-get-form] host: 192 8.100.155 login: admin S 'd: 1234567
[80] [http- -form] host: 192 .100.155  login: admin 3 rd: 12345678
[80] [http t-form] host: 192.168.100.155 Tlogin: admin "d: lq2w3edr
[80] [http-get-form] host: 192. .100.155  login: admin P "d: 123

[80] [http -form] host: . .100.155  login: admin password: 1

[80] [http -form] host: ?.168.100.155 login: admin password: 12

1 of 1 target successfully completed, 12 valid passwords founc

Hydra (http://www.thc.org/thc-hydra) finished at 2017-07-27 15:28:24
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Passwords are compromised in a lot of different ways. The list here on the left includes 9 of the most common methods. Let’s go over each one briefly.

Key loggers can be physical hardware, such as the one shown in the top right picture, or software based. Most sources define a key logger as a software program or device that is designed to secretly monitor and log all keystrokes. Key loggers do have legitimate uses such as monitoring children on the internet, corporate insider threat detection, law enforcement, and even spying on a significant other. These legitimate uses are very objective and even have some ethical implications. However, all key loggers, regardless of how they are used, record your key strokes and can be read at a later time. There are key loggers where a person would need physical access to the machine and device to install and read the results and there are other key loggers where everything can be done remotely.

Passwords being discovered is one of my favorites. How many of you write passwords down on a sticky note? This used to be very common. As a matter of fact, a few years ago, a town within San Antonio was the victim of a fraud when cyber criminals transferred nearly half a million dollars to offshore accounts illegally. They were able to do this by compromising the town’s government network. It started off small. A password was discovered written down, hidden underneath a keyboard in one of the town’s court rooms. It hasn’t been revealed if the person that discovered the password was the one that committed the crime or if he or she sold the credentials to someone else. When I used to do physical and cyber security assessments for the government, when we gained unauthorized access to a building, search for passwords under keyboards used to be a standard practice that yielded great results. But it’s not just the discover under keyboards, passwords written down and then thrown away and found in the trash is another common practice. Here’s some free advice: if you throw something away, if you hand shred it or crumple it up, that’s a sign that the information on the paper is important or sensitive. Best practice is to invest in a confetti type shredder. “Hand shred” and strip shred is easily put back together.

Another common way passwords are compromised are through social engineering. Social engineering is defined as gaining information from someone (the target) through dishonest means. Social engineering is my favorite cyber security topic and I have hundreds of war stories; however, that is the topic of next month’s Cyber Aware! Phishing is the most well known and talked about method of social engineering. I did a cyber aware presentation on Phishing a few month’s ago and that presentation can downloaded from our website if you weren’t able to attend.

Next on the list is brute force. This is more of a technical means to compromise a password. This is the method most often depicted in movies and on TV with the computer techie sitting behind a computer, pounding away on the keyboard like the keys are sticking, and then wham-o, they have the password and it blinks on the screen. There are a lot of “tools” available to crack a password including: aircrack, john the ripper, and Dave Grohl. There’s generally two kinds of cracking available. The first is some form of “dictionary” attack – so called because the attacker just tries every word in the dictionary as the password. Programs like those mentioned before can run through and test an entire dictionary in a matter of seconds. The other type of technique is used when the hacker has (through means of a data breach) acquired the hash of the plain-text password. Since these can’t be reversed, the aim is to hash as many plain-text passwords as possible and try to find a match. Rainbow tables exist which list the hashes of common passphrases to speed up this process. That’s a little more technical than what this presentation is intended for.

The next method is intercepting. This is basically intercepting or observing a password being passed over the network either wired or wireless in the clear. This is not that large of an issue this day as most traffic that involves a login is no longer passed in the clear over a network. 

Open source research along with educated guessing is next on the list. Some may even consider this part of social engineering but since there doesn’t need to be interaction between the cyber criminal and target, I don’t consider it social engineering. This is pretty easy actually and the explosion of social media has made this method easy. How many of you with Happy Birthday to your kids over Facebook? I would be willing to bet a lot of you do. How many of you have passwords that include some part of that birthday? The sensitive information that can readily be found on the internet, especially on social media, can be used to guess passwords. So be careful of what you share!

Shoulder surfing is pretty self explanatory. Basically it’s someone looking over your shoulder at your keystrokes as you enter your login credentials. They thing is, the criminal doesn’t have to be standing over your shoulder. Think about your favorite coffee shop. It’s very easy to stand around “waiting for a drink” while watching people type on their keyboards. So beware of your surroundings. The “bad guy” is not going to be in all black with a sky mask on! It might be the guy in the suit or it could be the homeless guy getting a cup of water.

Password Spraying could fall under the topic of guessing. This method and the next have become more prevalent as computer processing ability and internet speed has increased. Password spraying is a method that attempts to use a list of common passwords against a user account. This works because a lot of login credentials are an email address. Think about all the places you can find an email address for a person. The cyber criminal then plugs in the login information and the computer goes to work by attempting common passwords with the login information.

The last on the list isn’t really a method to compromise passwords, but rather a way to exploit an already compromised password, credential stuffing. It’s similar to password spraying. If a cyber criminal is able to compromise a password, that criminal will then load the entire login credentials into a program that will go attempt those credentials in literally thousands of sites to try to gain access. This works because people reuse their passwords at multiple sites.

Now that we know how a password can be compromised, let’s talk about some do’s and don’ts of passwords.


@ Use a password manager

@ Complex

@ Non-predictable

@ Use 2FA / MFA when available

@ | ogin using HTTPS

@ Change often

@ Change default passwords

@ Enable max login attempts

@ Use pass phrases

@ Give bogus security question answers
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& Make short passwords

€ Reuse passwords

€ Share passwords

& \Nrite passwords down

@ Use “Remember Password”

& Click on suspicious email links
& Use login as password

& Use adjacent key combinations
& Use personal information
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Before we start going over this list, let me preface this by saying this is assuming you are using a password manager. We’ll discuss password manager’s later in the presentation. Let’s start with the Do’s on the left:

First up, use a password manager. As I just stated, we’ll cover those later.
Next is the basic security do and that is complexity. Everyone should be familiar with this rule. The password should contain letters, numbers, and symbols. The longer the password, the more secure it is. As a minimum, all passwords should be at least 8 characters. The more “sensitive” a password is, such as banking, the more complex it should be. The hardest, and only password you should remember, is the password that unlocks your password manager.
Non-predictable. This goes along with the last item in the “don’t” list of not using personal information or something that would be easy to guess. And by easy to guess, we’re not talking about a human guessing. We’re talking about a cyber criminal who can load your personal information, birthdates, anniversaries, pet names, etc. into a password cracking tool to shorten the amount of time it would take them to guess or brute force the password.
Use two factor or multi-factor authentication, when available.  We’ll talk about 2FA in a few slides.
When logging into a website, ensure the login page begins with HTTPS. If there is no S, there is no security. This means everything is passed in the clear.
Change your passwords often. The same suggestions apply to this as they did to the complex suggestion. The more sensitive a password, the more often it should be changed. As a general rule, every 6 months should be the norm. With that in mind, you may want to change more sensitive passwords, such as banking and email, quarterly.
Change default passwords immediately. This goes for any type of hardware (routers, modems, firewalls, servers, etc) and new account creations. 
At your business, ensure the max attempts for logins are enabled. This will reduce the risk of someone trying to spray for a password.
If available, use pass phrases! These are easy to remember, generally long, and more secure.
And the last do is give bogus security question answers. Again, this goes back to what information about you is available on the internet about you. If I can get the answers to your security questions from social media or just from knowing you, then I don’t need your password. I can just change it to something I want it to be and I’ll also be able to lock you out of that account!

Now that we have looked at everything you should be doing, let’s talk about what you shouldn’t be doing.
Length is important. The minimum as we discussed earlier is 8 characters. Every character after that minimum makes the password that much more secure. Conversely, each character less than the 8 minimum makes the password less secure and easier (time and effort) to brute force or guess the password.
Don’t reuse passwords!!!!! Your banking password or the VPN password back to your business network should not be the same password that you used to sign up for you daily motivational emails!
Obviously, don’t share passwords. Let’s take it one step further and say don’t share logins. A lot of businesses still do this and if something bad were to happen, it couldn’t be traced to the culprit because everyone uses the same login information!
Don’t write passwords down….someone will find them. You might not have that person tagged as a cyber criminal, but a known password and curiosity will get the best of most people!
The next one on the list, Don’t Use the Remember Password function is a tough one. This is the function on web browsers and some services such as Google. If you use a password manager that syncs across all devices, then you don’t need the browser or service to remember the password. Although it’s probably secure, why take the chance of having your password stored in more than one place. That one and only place should be a password manager.
Going back to our slide on password compromise, don’t click on suspicious email links as it may be a phishing attempt to get your credentials. Even if it looks legitimate, instead of clicking the link, open the site up yourself to reduce the risk.
This is an older vulnerability and not seen too often. Most websites and applications won’t let you anymore use the login as the password. But if you run across one that does, don’t do it!
Pretty old school as well, don’t use adjacent keyboard combinations. For example, qwerty. And don’t think your slick by making a pattern out of your keyboard because those type of passwords are the first one’s attempted by a cyber criminal in a brute force or spraying attack.
Finally, we talked about this in the Do list, don’t use personal information within a password or as the basis of a password.
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Now to drive these points home, let’s take a humor break and a little quiz. Of the two passwords shown, which is the most secure? While you are thinking about that and putting your answer in the chat, I’m going to take a drink break.

Okay, let’s see what you are saying the answer is. The answer is the second password. The first password has 9 characters including lower and upper case letters, numbers, and a special character. The second password has all those elements also, but it has two special characters. Can anyone identify them? It’s actually a trick question, the special characters are the question mark at the end and the space before the lower case “a”.



123456
password
123456789
12345
12345678
qwerty
1234567
111111
1234567890
123123

Top 30 Most Used
Passwords in the World

abec123
1234
password1l
iloveyou
1q2w3edr
000000
qwerty123
zaql2wsx
dragon

sunshine

princess
letmein
654321
monkey
27653
1qaz2wsx
123321
qwertyuiop
superman

asdfghijkl

https://haveibeenpwned.com/
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These are the most common passwords in the world. If you use any of these passwords, you are a vulnerability!

On a related note, there are web sites out there that will tell you if your password or email was involved in a data breach. The main site to check this is https://haveibeenpwned.com/. You can check both email addresses and passwords on this site. This site has been around for a while and was created by a Microsoft employee. It is considered safe. But just like anything else, if you use this site, especially when putting in a password that you use over multiple sites, there is RISK involved. That risk is low, but it’s still a risk.

Let’s talk about two factor and multi-factor authentication.
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Two-factor (2FA) or multi-factor authentication (MFA) is an additional security layer in addition to traditional login credentials to authenticate an individual to access something such as an account or an online service. 2FA uses one additional other piece of identifying information, the factor, and MFA requires users to verify their identities by providing multiple pieces of evidence, again, the factors, before gaining access to a device or application. Since MFA requires multiple factors, it is even more secure than 2FA. 

There are three generally recognized factors for authentication: something you know (such as a password), something you have (such as a hardware token or cell phone), and something you are (such as your fingerprint). 

A lot of sites and services have incorporated 2FA or MFA into their authentication process. Some of those include Amazon, Facebook, Instagram, most of the major banks, and most of the major email providers. But, it’s not a default setting, but rather a user option that they have to enable. A lot of people won’t enable it because they view it as inconvenient. However, I counter that argument with this: what would be more inconvenient, authenticating your account or dealing with the fallout of those credentials being compromised?

True 2fa pairs your first authentication factor — still a password (i.e., something you know), in the vast majority of cases — with a second factor of an entirely different kind, such as: Something you have, Something you are, or Somewhere you are. Users will need to supply both of these factors to get access to their accounts. MFA works in the same principal except instead of providing your login credentials and one other factor, you will need to supply at least two other factors. The more factors you have to provide, the more secure the authentication.

Let me provide an example. Let’s assume website xyz.com requires 2FA. First, the user enters their normal login credentials. Once those are received, the service initiates the second factor. The most common way today is a code sent to your smart phone (something you have).
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Here are some of the common authentication factors. 

So what does this mean for small businesses?
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The graphic above shows the top MFA solution providers for businesses. However, before we get into that, let’s talk about why a business should implement 2FA or MFA.

There are two broad reasons why a small business would want to implement 2 or MFA. The first, is to protect the business. If you implement 2 or MFA on your systems, you are reducing the risk that a compromised set of credentials is going to access your business information. This just isn’t for access to a local system either. Consider the environment today. A lot of employees are working remotely. Some of them are accessing the business network through a VPN. That VPN service should have 2 or MFA implemented to improve access control and reduce risk.

The other reason, is for your customers and can be further broken down. One, is the protection of your customer and the other is the protection of the customers data. If your customers have to login to access a service or as a customer account, you don’t want that information in the wrong hands. That customer may write down their login credentials on a piece of paper and throw it away. Think of 2 or MFA as a means of assisting your customers stay safe. If you have 2 or MFA implemented, even though the nosy garbage man found the login credentials, they won’t be able to access the customers account information from your site because they don’t have the second factor. 

The services depicted in this graph is by no means an endorsement of them. There are others that are not on this list such as Google. The costs associated to implement 2 or MFA depend on the service provider and how it is going to be implemented. Just like any other cybersecurity question or concern you may have, you are not alone in this. If you want to implement 2 or MFA and don’t know where to start, contact me and we can set up a one-on-one session to talk it through. As a reminder, this advising/consulting service is at no cost to you as long as your are a client of the SBDC.

Now let’s talk about Password Managers….


Password Managers

A Password Manager is usually a computer program or
application that allows users to securely store and manage their

passwords.
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A password manager is a computer program or app that allows users to securely store and manage their passwords. They basically alleviate the problem of trying to remember countless passwords! Along with remember passwords, they often have additional functionality, such as note taking, file storage, form fillers, and password generators. There are three types of password managers: locally installed software, online services, and hardware. Depending on the type of password manager used and the functionality offered, the encrypted database is either stored locally on the user's device or stored remotely through an online file-hosting service which can be synced across multiple devices. Password managers typically require a user to generate and remember one "master" password to unlock and access any information stored in their databases.

There is debate over the use of password managers. Coming from the DoD, they were strictly forbidden to be used to store government related passwords and discouraged for personal use. However, times have changed. I don’t know of any DoD approved password managers for the storing of government related passwords but they don’t discourage the personal use of password managers.

That debate centers on how secure are those passwords that are stored by password managers and the risk that it may be compromised. I can definitely understand this side of the debate. Nothing is 100% secure and risk free. However, the alternative is to remember a whole bunch of complex passwords. No one is going to do that so the next option is to remember one complex password and reuse it across multiple sites. That option is far less secure and riskier than a password manager!

Let’s talk about some key features that you definitely want in a password manager…
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These are the features you definitely want in a password manager.

Ability to sync across multiple devices and platforms. We all use one computer for work and another at home. We should be able to access our passwords on all of our devices and have those passwords sync up so they are there when we need them regardless of where we are logging in from. Also, we do a lot of logging in on our smart phones; therefore, the password manager should work on your smartphone as well.

The password manager should have strong encryption. AES 256 encryption is recommended as a minimum.

The password manager should have a built in password generator. There are websites out there that can generator a strong password for you, I’ll be providing a link to one on the resources slide. But who wants to visit a website every time they need a password. 

The password manager should have 2FA or MFA. Again, if it’s an option, use it.

Finally, the password manager shouldn’t just remember website passwords but also application websites. As I stated in the previous slide, these aren’t all the features that a password manager can have but these are the ones you should absolutely insist on.

Password managers aren’t just for personal use….
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Just as we have numerous personal passwords, a business has just as many passwords. Everything from network devices, social media accounts that multiple people post from, and enterprise services used by multiple employees. 

Finding a password manager for individual users is one thing but finding a suitable password manager for small business that works is a bit trickier.
Why? Because a person who uses a password manager for personal reasons is different to somebody who needs to have a secure password for business tools.
Teams need the ability for password sharing, protection from a data breach, and ways to store sensitive data. A personal user just wants something that can avoid weak passwords or sticking post-it notes on their computer screen.

Ideally, a password manager for a small company should be user-friendly, have secure password sharing, and protect all the sensitive data of the business. It should have a random password generator tool to allow people to create strong passwords. It should give you tools to avoid hackers and phishing attacks or a data breach.



LastPass * Keeper

KeePass Sticky Password *
1Password * Devolutions Password Hub
Dashlane * Roboform *
Passwordstate NordPass
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Here is a list of the 10 most popular password managers. Just as was the case with the 2 and MF authenticator solutions, this is not an endorsement of one password management service over another; it’s simply a starting point for those of you that want to start using a password manager. The ones on the list with an asterisk offer a business solution as well. Passwordstate, Keeper, and Devolutions Password Hub are business/enterprise solutions only.

Next, I’ll provide you some resources for all things passwords….
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Now that you are aware of the importance of passwords, here are some additional resources that deal with all things passwords. 

The NIST is the National Institute of Standards and Technology, part of the US Department of Commerce. They publish a lot of guides and best practices. The NIST 800-63 series deals with passwords and 2 and MF authentication (https://pages.nist.gov/800-63-3/sp800-63b.html)

Then we have the Secure Online Password Generator. You set the parameters, such as length, and it will generate a random password for you (https://passwordsgenerator.net/)

The third resource, Have I been Pwned, which is slang for “owned”, is a site where you can input either your email address or a password to see if it has been reported as compromised in one of the many data breaches. (https://haveibeenpwned.com/)

The UK has put out a Password Managers Buyers Guide (https://www.ncsc.gov.uk/collection/passwords/password-manager-buyers-guide)

And finally, the UTSA SBDC COVID Business Recovery Accelerator, where I sit now. (https://txsbdc.org/businessrecovery/). The UTSA SBDC CGC Cybersecurity for Small Business web page (https://cgc.txsbdc.org/cybersecurity-for-small-business/) has a lot of resources as well. Not only will you find this presentation, but you can download previous presentations in either video or PDF format. There are also other resources on the webpage that will help your business with its cyber security hygiene.
�I will put the links to all these resources in the chat for you.
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At this point, I’ll try and answer any question you may have. Let me check the chat for any unanswered questions.




South-West Texas Border
Small Business
Development Center Network

UTSA SBDC Center for Government Confracting

Aug 31, 1:00 PM Small Business Emergency Preparedness

Sep 8, 10:00 AM Cybersecurity CMMC Roundtable Discussion

Sep 10, 9:00 AM CMMC Level 1 Training

Sep 24, 10:.00 AM Cyber Aware : Social Engineering
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Here are some presentations, classes, discussions that we have coming up in the next 30 Days. All times are Central Standard Time and all the sessions, except for the CMMC Level 1 training, are an hour long. The CMMC Level 1 training is 4 hours long. I’m going to need a large water bottle for that one! You can find the links to register for any of these offerings at txsbdc.org/businessrecovery-register/. I’ll put that link in the chat as well.
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Well, that’s everything that we are going to cover today. This has been brought to you at no-cost by the CARES Act. Before I check for any last minute questions, I want to provide you with my email address. It’s right there on the slide, troy dot Richardson at UTSA dot edu. Also, like us, follow us, and associate with us on social media. We’ve rededicated ourselves to having a social media presence and this is the place to get information on what we are up to, including future trainings, and any time sensitive information. Those links are being posted in the chat as well. If we can be of any assistance to your business, please reach out to me and we’ll schedule a one-on-one session to address any concerns you may have. With that thank you again for joining us today. I believe our training coordinator is going to send out an evaluation via email. Please, please take a few minutes to fill that out and return it to us so that we can improve our future offerings. With that, I am signing off. Stay safe and stay healthy! Goodbye.
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