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Good morning. It’s 10:00 and out of respect for your time, we are going to go ahead and get started. Thank you for joining the UTSA SBDC CGC staff for this presentation. I’m Troy Richardson and I’ll be your presenter today. Before I begin, I just want to do a quick check and make sure that you can hear me. Since we have so many participants, everyone’s microphone has, or should have been, muted. We definitely want to hear from you but we can’t have everyone talking over each other so please use the chat function to send us your questions or comments. If a question is not immediately answered, don’t panic because the reason why is the answer, or at least the topic, will be discussed later in the presentation. If you have a question that I don’t have an answer for, I will research the answer and get it out to everyone via email as soon as possible. One other note, just like most of you, I’m presenting this from home. I’ve done everything that I can to control my environment to minimize the background noises. However, I have 2 dogs and 2 children and no matter how hard I try, I can’t always control them! If you hear anything in the background, just ignore it as best as you can while I shoot daggers at the culprit and act out charades to get it stopped. Short of somebody bleeding and passed out, the presentation will press on!
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We are continuing our monthly Cyber Aware series with a presentation on ransomware. Ransomware is a cyber threat topic that every one of our small business clients should be aware of. Ransomware has been around for a long time in various forms. However, it has really become a threat to businesses over the last several years. The impact in terms of financial loss and downtime are enough that one ransomware event can put a business out of business. Because of this, we thought it warranted to be included in our Cyber Aware series.



• Cyber Risk and Environment Primer
• What is Ransomware
• SMB Ransomware
• Ransomware Risk Mitigation
• Under Attack
• Available Resources
• Wrap Up Final Q&A
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Here is what we are going to discuss today. We’ll start things off by reviewing cyber risk and the current environment, discuss what ransomware is, talk about how ransomware is affecting small businesses, I’ll offer up some ransomware risk mitigation tips, what to do during a ransomware attack, provide you with some resources, and wrap everything up with a final Q&A session. Without further ado, lets jump right in by reviewing cyber risk and the current cyber environment.



RISK WILL NEVER BE ZERO….NEVER EVER, EVER
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When discussing risk, a theoretical formula is likelihood X impact equals risk. The likelihood part of the equation includes things like vulnerabilities, exposure, and threats. The impact is the business criticality of the function or component. Here’s the important thing: no matter what we do, there will ALWAYS be risk. We can reduce the risk by implementing technical controls or even participating in training and awareness but we will never eliminate the risk completely.



CYBERSECURITY ENVIRONMENT

PHISHING is UP but RANSOMWARE IS ?
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Unfortunately, this is the cybersecurity environment we are dealing with today. Do you all know one of the most lucrative work-from-home job is currently? The answer is cyber criminal and with the world’s economy in it’s current state, people become desperate and turn to criminal activity; thus, the number of threats are up. Vulnerabilities……they are up as well. If you are wondering why, just consider that a lot of people are working from home and consider how secure a home network is compared to a business network. Not only are the technical controls absent but the users generally have less cyber hygiene at home than they do at work. If you are like most businesses, you and your employees are, or at one point, were working from their individual homes. If you have 10 employees handling business information, then your business information is exposed across 10 different home networks instead of 1 business network.Not surprisingly, the amount of phishing emails has increased since the onset of the pandemic. If you break it down, the pandemic has simply given cyber criminals more ammo for crafting their phishing emails. Sure, we still have the Nigerian Prince but now we have COVID scare tactics, information related to monetary relief, and work from home technical support laced phishing emails coming to our inboxes. What no one can really agree on is whether ransomware attacks are up or down during because of the pandemic.  Some say ransomware attacks are down and there are a lot of theories out there about why this is but the one that most people agree on is that the cyber criminals realize that business networks, where the profits are for ransomware attacks, are not being utilized during the pandemic.  However, cyber criminals also know that there are certain businesses or organizations that are even more critical today during the pandemic and thus, they are more likely to pay out on a ransomware attack. That industry is…..health care. Ransomware attacks are down in some industries but up in critical industries.Now that we have an idea of our operating environment, let’s jump into what ransomware is.



Ransomware is a type of malware cyber criminals 
use to deny access to data for the purpose of 

extortion.

?
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Ransomware is a type of malware that cyber criminals use to deny access to data for the purpose of extortion. Instead of kidnapping people, cyber criminals are kidnapping your data and holding it hostage until you pay. The graphic there shows the life cycle of a ransomware attack. First, the criminals construct and deliver the ransomware campaign. There are a variety of delivery methods for a ransomware attack; however, phishing emails are by far the most popular. Other methods include: Remote Desktop Protocol (RDP), Downloads from a compromised website, and USB drives. RDP is a networking protocol that allows a user to remotely access a system. Hmmm……where are most workers working from today? Remotely. RDP configured incorrectly or left open when not needed presents a big vulnerability. Downloads from a compromised website is pretty self-explanatory. But what about USB drives? Well, consider the availability and relative cheap costs of USB drives. How many places, especially conferences, do you go to and you get a free USB drives. Most of these cheap USB drives originate from foreign countries. Also, a method I used to use when I was conducting assessments, is the “drop infection.” Basically, you have a USB drive or other media, such as a CD or DVD, write something juicy on it, such as “Salaries” or “Personal Actions” and then just place them where there is a high chance that they will be picked up by someone. That victim then inserts the USB or media into their computer and, usually unknowingly to them, they just put the malware on that machine.Infection is obvious except….at this stage, your data is still not encrypted. It takes time for the malware to discover the data, report back to the command computer, and then wait for execution. However, if ransomware gets to this stage, all the detection methods, such as anti-virus, your firewall, Intrusion Detection Systems, etc, have failed.During the staging step, the malware establishes connection with its command and control server. The main piece of information that is being communicated between the malware on the infected machine and the C2 server is the passing of the encryption key from the server to the malware. Also, persistence is established between the two machines. At this point, the attacker now controls the infected machine.Scanning is the next stage and is also referred to as discovery. The malware is scanning for data to encrypt. The malware, with the help of the C2 server, is also looking for data on your network. The attacker may also be finding ways to escalate their privileges from the local machine up to higher level targets (network resources).After discovering all the data, the malware encrypts all the data on the infected machine and/or network. The victim will see a message on their computer(s) that tell the victim that their files have been encrypted and instructions on how to proceed to have the files unlocked.This is where the victim comes to a decision point. To pay, or not to pay. We’ll discuss that after we take a look at some ransomware demand examples.
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Here are some screenshot examples from different ransomware variants. The TL is from the cerber ransomware variant, BL is from locky, TR is from cryptlocker, and the BR is the Jigsaw ransomware. All pretty much have the same contents and in some form or another direct the victim to a website where they find instructions on how to make a bitcoin payment to receive the private key to decrypt the files. The decision is……



To Pay or Not to Pay……
1. If you don’t pay, it’s simple, you don’t receive the public key

OR

2. If you pay….
• You might be given the public key to decrypt the files
• You might be asked for more money
• You might be attacked again
• Nothing 
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If you become a victim to ransomware, you have two options…….pay or don’t pay the ransom. If you don’t pay, of course, you won’t receive the public key that is necessary to decrypt the data. On the flip side, if you do pay, they might give you the public key, or they might ask for more money since you were so willing to give them the initial request, or they might give you the public key and then be attacked again (even more aggressively) since you already showed that you were willing to pay, or nothing may happen.There is no “right or wrong” playbook for ransomware. There are some variables that will factor into what you do. Some of those factors may include: the amount of ransom requested, the value of the data, your ability to pay the ransom, the malware variant because there are known keys for some ransomware variants that may work, whether you have cyber insurance, and if you have a back-up of the data that is recent and usable, to name a few. Let’s look more specifically at small businesses and ransomware.



43%

$377,000 20%

$20 BILLION!!!!
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43% of all data breach (confirmed data disclosures) victims were small businesses (Verizon 2020 DBIR). $377K was the average initial ransom demand in a ransomware variant attack in the 3rd quarter of 2019 (Coveware). 20% of ransomware victims were SMBs (Datto). Ransomware costs will reach $20 Billion by next year. That’s a lot of money that has an effect on small businesses. Ransomware is not just a “big business” problem. The argument could be made that it’s the exact opposite. Big businesses have extensive technical resources to combat ransomware and other malware, small businesses don’t. The cyber criminals know this as well and they also realize that targeting a big business may be a huge payday but the likelihood of that happening is very small.  The odds are in favor of criminals targeting small businesses over big business. So what can we do to prevent a ransomware attack?



Four Risk Mitigation Strategies
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When talking about risk mitigation, there are four general strategies: accept the risk, avoid the risk, transfer the risk to someone or something else, or reduce the risk. The following ransomware risk mitigation techniques that we are going to discuss all fall into one of these four risk mitigation strategies. And those are….



• Training and Awareness

• Backup your data / files

• System-level protections

• Network-level protections

• Cyber insurance

• Update regularly

Ransomware Mitigation Recommendations
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Training and awareness, backing up your data and files, system and network level protections, cyber insurance, and doing updates regularly. Let’s examine each one and start with……



Phishing

Social Engineering

Dangers of WiFi

BYOD
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If this was a traditional classroom setting, I would ask the audience what you think the biggest vulnerability is. But we are virtual so I’ll tell you. The biggest vulnerability is not technical in nature. It is you! People are the biggest vulnerabilities and it’s simply because 1. They don’t know what they don’t know and 2. They have a mindset that no one would target them and this mentality lowers their cyber hygiene. Phishing, and the larger category of Social Engineering are definitely topics that you want your employees trained on. But don’t stop with training them, test them on their ability to not only recognize phishing and social engineering attempts, but also when and how to report them. Ensure your employees know not to open any attachments or click on any links that they specifically were not expecting!Train them on the dangers of WiFi. Not only open or unsecure WiFi hotspots, but also WiFi in general. Notice the little cartoon on the right of the slide that depicts two criminals picking the low hanging fruit. Going back to the cybersecurity risk model, in regards to WiFi, the low hanging fruit would be on open WiFi network or a typical hotspot, such as the ones you might connect to at a coffee shop or hotel. Those are the easiest for a cyber criminal to exploit. In the middle of that tree are “secured” WiFi networks. They are harder to exploit than open WiFi but still not 100% secure.  At the top of that tree, theoretically anyway, would be a closed-off, wired network. You don’t want your business or your employees to be the low hanging fruit. The higher you can get up on that tree, the lower your risk.Also, let them know the dangers of Bring Your Own Device (BYOD). Anytime you introduce anything onto a business network, you are increasing the overall risk to that network. It can be a laptop, a USB drive, a CD or DVD, anything that is not maintained by the business should have zero trust on your network. 



1. 3-2-1 Backup Strategy

2. Determine Data to be Backed Up

3. Type of Backup

4. Backup Frequently

5. Test Backups

5 Keys To Data Backup
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Let’s take a look at data backup. Every business has vital information that it cannot afford to lose. Disasters can strike and affect your computers leading to loss or, in the case of ransomware, encrypting your data making it useless. That’s why a reliable data backup is vital. Backup refers to the process of storing data in another separate medium and not just in the primary storage. This helps you recover data in case the primary hardware fails, is stolen, or compromised in any way.There are five keys to data backup and recovery. Number one is the 3-2-1 strategy. The 3 is the number of backups to have; yes, you will have backups of the backups. The 2 signifies the number of different mediums you will use to store the date. For example, an external hard drive or a backup server or in the cloud. Which leads to the number 1 and that is simply telling you to make sure at least 1 of your 3 backups is stored off-site. It could be in the cloud or another physical site. It does you no good to have backups all in one location in the event something happens to that location.Second, determine the data that needs to be backed up. Not everything may need backed up. This is important because the cost of doing back ups will rise with the amount of data to be backed up.Third, there are three basic types of backups: full, differential, and incremental. Full backups are self explanatory. Differential backups are performed after a full backup has been performed. All backups after that full backup will only back up the data that is “different” than what the original data was. Incremental backups are similar to differential with the difference being that differential backups use the first full backup as the reference point while incremental backups use the last performed backup as the reference point. There are pro’s and con’s to each and your specific requirements will dictate which you utilize.Fourth, backup frequently. The key question to answer here is how much data can I afford to lose and have to recreate or do without.Last, but not least, make sure you are testing your backups regularly. There is nothing more frustrating than doing all these backups and then they don’t work when it is needed. 



System-Level Protections
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The most common points of entry for ransomware is through emails or infected websites. Anti-malware products can detect and block many types of ransomware before they can infect your computer. But there are always new types of ransomware appearing, which are harder to block. A key protection is to scan emails to find any that contain suspicious attachments. Blocking attachments containing suspect executable files can lessen the chance of malicious code getting through.For those that are wondering, the difference between antivirus and antimalware is antivirus is a level of protection for known, existing threats. Anti-malware protects you from polymorphic malware and malware delivered by zero-day exploits.Some other system level protections you can implement is blocking attachments in your email, reviewing permission related practices such removing local administrative rights. Now let’s look at the network level protections.



Network-Level Protections
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At the network level, it has proved more difficult to mitigate and prevent the spread of ransomware. Firewalls that implement whitelisting or robust blacklisting will be a successful deterrent to lessening the likelihood of successful web-based malware downloads and may deter ransomware from connecting to command-and-control servers.At the network level, firewalls should limit or completely block remote desktop protocol (RDP) and other remote management services. Also, deploy spam-detection techniques, such as spam lists, to prevent compromised emails from reaching users' inboxes. Another strategy is to limit the types of file extensions that can be delivered via email.Once an internal host has been infected, preventing the further spread of the ransomware to other computers within the network can prove more difficult. The single most effective method for preventing ransomware from spreading to other computers is to disconnect it as soon as possible including wired connections, Wi-Fi, and Bluetooth connections. Automated backups to local or external storage should also be disabled. The last thing you want is for the ransomware malware to infect your back ups!



“With ransomware attacks 
increasing, cyber insurance now 
seen as a necessity, not a luxury”

- Security Magazine, June 2020
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Cyber insurance generally covers your business' liability for a data breach involving sensitive customer information, such as Social Security numbers, credit card numbers, account numbers, driver's license numbers and health records. Cyber insurance can also cover a business in the event of a ransomware attack. Not all policies are created equal so if you have cyber insurance or are planning to get it, ask your agent what the policy covers and the limitations.Cyber insurance is a valuable component in a larger risk management strategy, which includes technology as well as training, education, and testing. To combat ransomware, companies still need to teach employees how to recognize threats, patch regularly, limit user privileges, and establish sufficient cyber hygiene to avoid being an easy target.This is the actual title of an article that was published this month. Ransomware attacks are driving the growth of cyber insurance. There are two sides of the conversation though. On the one hand, as we have discussed, it is a mitigation strategy. On the other hand, some people argue that the procurement of cyber insurance is actually what is driving the increase in ransomware attacks. Cyber criminals know that most cyber insurance policies will be more likely to pay out a ransom than a business that doesn’t have a cyber insurance policy.Again, talk with your insurance agent to have this discussion with him or her. If you don’t have one or if you don’t feel they have answered your questions, the UTSA SBDC does have a client and a trusted partner that we can refer you to and he will explain the policy and your options.
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Finally, and this could have went in the system-level or network-level protections, but I thought it was deserving of it’s own slide. Updates and patches need to be downloaded and applied on a regular, automatic schedule! A lot of ransomware attack vectors are going after known vulnerabilities and the cyber criminals are relying that those vulnerabilities are not being patched. Don’t make it easy for them!
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Despite all the above mitigation strategies, you may find yourself to be the victim of a ransomware attack. There are actions you should do to lessen the damage done. Let’s look at those.



1. Seek assistance
2. Identify the infection
3. Isolate the infection
4. Report
5. Determine your options
6. Restore
7. Prevent

Steps to Minimize Ransomware Damage
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The first thing you need to do is seek assistance. If you have a Managed Service Provider administering your network, they should be the one’s managing the situation with your input. More than likely, they are the one’s that discovered the infection to begin with. If you have an internal IT guy, seek out a qualified expert that can help you traverse through this situation. Don’t be shy about it because the longer you wait, the more you apt to lose.The next thing you need to do is identify the infection. If you are aware you have been the victim of a ransomware attack, you should know where it originated from. But you also need to identify what ransomware variant it is. From messages, evidence on the computer, and identification tools, you should be able to determine which malware strain you are dealing with.Isolate the infection. Prevent the infection from spreading by separating all infected computers from each other, shared storage, and the network.Report to the authorities to support and coordinate measures to counter attack. Who are the authorities? At a minimum, report a ransomware attack to the Cybersecurity and Infrastructure Security Agency (CISA) who is a part of the Department of Homeland Security, your local FBI field office, and, if applicable, your insurance agent. Again, don’t be shy! Your timely reporting can minimize your losses and it could help other businesses as well that are or may be under the same kind of ransomware attack.You have a number of ways to deal with the infection. Determine which approach is best for you. A lot of this will depend on the severity of the attack, the stage the attack is in, the variant of the ransomware, the data affected, whether you have cyber insurance, etc, etc. That assistance you brought in during step 1 and the authorities your reported it to in step 4 will assist you in making the final determination. Just remember, make the decision that is in the best interest of you and your business. I say this because some entities do not believe in paying a ransom but they have their own reasons for that and that is not always in your best interest.Use safe backups and program and software sources to restore your affected hardware or outfit with new components.  Restore and prevent should be done simultaneously. Before you restore, ensure you fix whatever vulnerability it was that allowed the infection in. And then, prevent. Use the mitigation strategies we identified above to keep the risk low. Also, share your experiences with others. The more we hear about these cases, the better we all become in preventing them!



NoMoreRansom.org

https://cgc.txsbdc.org/cybersecurity-for-small-business/

And last, but certainly not least…….ME!
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Now that you are aware of the ransomware threat, here are some additional resources that deal with Ransomware. The “No More Ransom” website is an initiative by the National High Tech Crime Unit of the Netherlands’ police, Europol’s European Cybercrime Centre, Kaspersky and McAfee with the goal to help victims of ransomware retrieve their encrypted data without having to pay the criminals. The UTSA SBDC CGC Cybersecurity for Small Business web page has a lot of resources as well. Not only will you find this presentation, but you can download previous presentations in either video or PDF format. There are also other resources on the webpage that will help your business with its cyber security hygiene.You can also reach out to me with any cybersecurity question that you may have.
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At this point, I’ll try and answer any question you may have. Let me check the chat for any unanswered questions.



Building the Texas Economy
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Each program within the Institute is funded through various state and federal programs, 

and respective service areas differ according to that particular program's mission.

(Search for “UTSA SBDC Center for Government Contracting” on Facebook)
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Well, that’s everything that we are going to cover today. Before I check for any last minute questions, I want to provide you with my email address. It’s right there on the slide, troy dot Richardson at UTSA dot edu. Also, do a search for UTSA SBDC Center for Government Contracting on Facebook. We’ve rededicated ourselves to having a social media presence and this is the place to get information on what we are up to, including future trainings, and any time sensitive information. If we can be of any assistance to your business, please reach out to me and we’ll schedule a one-on-one session to address any concerns you may have. With that, let’s check for any unanswered questions. Thank you again for joining us today. I believe our training coordinator is going to send out an evaluation via email. Please, please take a few minutes to fill that out and return it to us so that we can improve our future offerings. With that, I am signing off. Stay safe and stay healthy! Goodbye.
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